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INSTRUCTIONS

1. Thispaper consists of 5 Questions.
2. Answer Question 1 (Compulsory) and any other 2 questions.
3. Writeyour answerson the answer booklet provided.



QUESTION ONE 30MKS

1. List the dangers that even a properly designed network with a properly configured firewall

cannot protect.

2. Briefly describe 3 basic types of firewalls.

(4 Mks)

(6 Mks)

3. Why would an organisation connected to the internet need to configure a firewall? (4Mks)

4.Describe crypto analysis.
5. Define the following terms as used in network security:

i.  Bastion host.
ii.  Virtual private networks.
iii.  Intrusion detection systems.

QUESTION TWO

1. Security problems are divided into 3 general categories. Explain:

2. DefineaDMZ; explain why it isimportant.
3. Define the term Firewall.

4. What isCIA.

QUESTION THREE

a) Discussthe steps required to implement afirewall.
b) Definethe following terms as used in network security:

I. Proxy servers
ii. Tenet
iii.  Listening ports
iv. DOS
v. Port

QUESTION FOUR

a) Discussthe 5 basic guidelines when designing afirewall system

b) List 3 benefits of afirewall system.
¢) Why isthe internet Important to an organisation?

QUESTION FIVE

a) What are the OSI and TCP/IP network models?
b) What is IP spoofing?
¢) What isthe most effective measure against |P spoofing?

(4Mks)

(4 Mks)
(4 Mks)
(4 Mks)

(12 Mks)
(4 Mks)
(2 Mks)
(2 Mks)

(10 Mks)
(10 Mks)

(15 Mks)
(3 Mks)
(2 Mks)

(16 Mks)
(2 Mks)
(2 Mks)



