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INSTRUCTIONS TO CANDIDATES

a) Answer questions ONE from section A(Compulsory)

b) Answer ANY TWO questions from section  B

SECTION A: (COMPULSORY-30 MARKS)

QUESTION ONE

(a) Describe the following terms as used in Network Management:-
(i) An agent;
Is a program that gathers information or performs some other service via a network without your immediate presence and on some regular schedule.

(ii) Network Management System;
A network management system (NMS) is a set of hardware and/or software tools that allow an IT professional to supervise the individual components of a network within a larger network management framework.

(iii) Management Information Base




(3 Marks)
Is a database used for managing the entities in a communications network. A management information base (MIB) is a formal description of a set of network objects that can be managed using the Simple Network Management Protocol (SNMP). The format of the MIB is defined as part of the SNMP.

(b) For each of the following protocol, identify the networking model where it works/used.

(i) SNMP
SNMP is used mostly in network management systems to monitor network-attached devices for conditions that warrant administrative attention
(ii) CMIP

CMIP is part of the seven layers of the OSI model.









(c) Explain why SNMPv3 was released. (2Marks)
SNMPv3 has added two new features to the previous version: security and remote administration. SNMPv3 allows a manager to choose one or more levels of security when accessing an agent. Different aspects of security can be configured by the manager to allow message authentication, confidentiality, and integrity. 
SNMPv3 also allows remote configuration of security aspects without requiring the administrator to actually be at the place where the device is located.
(d) Using Ceasar Cipher algorithm with k = 4, write the encrypted plaintext message “DATA COMM”.





Using Ceasar cipher with k = 4, the plaintext message “DATA COMM” becomes “HEXE GSQQ”
(e) Passwords are the most common form of authentication security. Explain three qualities of a good password.








(3 Marks)
Be at least ten characters.

Longer usually means better. If you choose your characters wisely, you can make stronger passwords using fewer characters.

Include a mix of lower case and upper case letters.

Upper case means capitalized. A character is any letter, number, or punctuation mark. 

Include at least one number 

Include at least one special character.

Most English keyboards have over 30 special characters. When selecting special characters, try to use ones that are comfortable for you to type. 

If you will access a site on a device that does not have a keyboard, try using special characters your device supports. It is frustrating to find your device does not support the special character you used in a great password. A Hash # or asterisk * is usually on a phone keypad. 

For kids or people with shorter fingers, special characters like (, . ; : < >{ }) may be easier to type on a standard keyboard. 

Is not a dictionary word (even spelled backward).

Dictionary words should be avoided. One of the first things cracking programs do is try "password". Shortly after they try "drowssap" (password spelled backward).

Internet searches for any part of the password should not return any meaningful results.

Do not use series like abc or 123 or 321.

Avoid character substitution (like P@$$W0RD) for dictionary words. 

(f) Ken is a lecturer at BOMA University and due to network unreliability he has decided to use a modem throughout the year.
(i) Compute the reliability of his modem if the Mean Time Between Failures (MTBF) is 6000 hours and a transaction takes 20 minutes, or 1/3 of an hour (0.333 hours).







(4 Marks)

What is the reliability of a modem if the MTBF is 3000 hours and a transaction takes 20 minutes, or 1/3 of an hour (0.333 hours):


R(t) = e -bt
b = 1/MTBF = 1/3000

t = 0.333

R(0.333 hours) = e -(1/3000)(0.333) = e -0.000111 = 0.99989

(ii) If the availability of his modem has a MTBF of 6000 hours and a MTTR of 1 hour. Compute the availability of this modem for an 8-hour period.
(3 Marks)
Availability% = (Total available time – Downtime)/Total available time
a = 1/1

b = 1/3000 = 0.00033

A(8 hours) =1/(1 + 0.00033) + 0.00033/(1 + 0.00033) x e-(1 + 0.00033)8

      = 
0.9997 + 0.00033 x 0.000335


      = 
0.9997

(g) Network management is key to any organization if full performance is to be realized. Explain four activities involved in network management.
(4 Marks)
(i)Network Configuration: network management ensures the management of hardware and software in a network to ensure that the configuration is documented and that updates are made whenever there are changes

(ii) Network Administration: This involves tracking and inventorying the many network resources such as monitoring transmission lines, hubs, switches, routers, and servers; it also involves monitoring their performance and updating their associated software – especially network management software, network operating systems, and distributed software applications used by network users. 

(iii) Network Operation: This involves smooth network functioning as designed and intended, including close monitoring of activities to quickly and efficiently address and fix problems as they occur and preferably even before users are aware of the problem. 

(iv)Network Maintenance: This involves timely repair and necessary upgrades to all network resources as well as preventive and corrective measures through close communication and collaboration with network administrators. Example work includes replacing or upgrading network equipment such as switches, routers and damaged transmission lines. 

(v)Network Provisioning: This involves configuring network resources to support the requirements of a particular service; example services may be voice capabilities or increasing broadband requirements to facilitate more users.

(vi)End user support:which involves solving the problems users encounter while using the network

(h) Explain Service Level Agreements (SLAs) as used in network management. (3 Marks)  
A service-level agreement is an agreement between two or more parties, where one is the customer and the others are service providers. A service-level agreement (SLA) is a contract between a network service provider and a customer that specifies, usually in measurable terms, what services the network service provider will furnish. SLAs commonly include segments to address: a definition of services, performance measurement, problem management, customer duties, warranties, disaster recovery, and termination of agreement. In order to ensure that SLAs are consistently met, these agreements are often designed with specific lines of demarcation and the parties involved are required to meet regularly to create an open forum for communication. Contract enforcement (rewards and penalties) should be rigidly enforced, but most SLAs also leave room for annual revisitation so that it is possible to make changes based on new information.

(i) Explain the significance of the ping command in network monitoring and management. 















(2 Marks)
(j) Comparative RMON2 and RMON3 in terms of performance in network management.

RMON2 can monitor the flow of application traffic; it is capable of collecting and analyzing network layer statistics in addition to data link and physical layer statistics
RMON3 extends previous RMON versions by enabling WAN performance statistics to be collected and analyzed
SECTION B (40 MARKS)
Answer two questions from this section

QUESTION TWO 

(a) Boma University has been recently experiencing a high percentage downtime of internet services. The advice from ISP to Boma is to upgrade their bandwidth and setup proper network management policies within their budget.  

(i) Explain the significance of bandwidth in network performance.
Bandwith is commonly measured in bits/second is the maximum rate that information can be transferred.
Increase in bandwith increases the number of users in na network.

Increase in bandwith increases the data transfer rate in a network
(ii) Outline three network management policies that Boma can employ to improve their services ( 5 Marks)
(iii) Describe five network cost management techniques that Boma can use within the University to realize better services within their limited budget.(5 Marks)
(b) The OSI network management model categorizes five areas of network management, sometimes referred to as the FCAPS model. Explain them.


(10 Marks)
· Fault management and recovery

·  Configuration and change management

· Accounting User Management

· Performance Management

· Security Management

Fault Management

In Fault Management, the aim is to recognize, isolate and correct, and log faults on the network. As System and Network Administrator, it is your duty to put in place monitoring tools so you are alerted to when faults exist. For example, you want to be alerted when a critical service goes down on the network. If there is a fault, you have to test, fix, update, and repair any faults that occur on the network.

Configuration Management

One of the main issues which causes a system to fault is someone changes a configuration setting. Configuration management facilitates the control of any system configuration both on the hardware and software side. It is important that you record all configuration changes such as what has been changed, why and who did the change; and document system configuration standards. If a fault does arise (it may not be instantly, but a couple of months later), you can track who completed the configuration change.

Accounting Management

Accounting Management is concerned with aspects of the system users. It mainly focuses on charging and billing users for services, and regulating service use.

For example, some organizations charge its users or departments on:

· Printing

· Internet/Bandwidth

· Disk space

· CPU

· Application and Software use

Therefore, it is important to implement ways to properly charge use of IT facilities.

Performance Management

Performance Management involves analyzing your network and gather information so that you can prepare it for the future. The performance of a network varies all the time. Most organizations find that the internet is very slow during lunch as many of the staff is browsing the internet, yet in the morning, it will be super quick.

Not only this; but the performance of the network must meet the users and organizations desires. The network and systems services must be available, the speed must be efficient, there must not be bottlenecks and the network should never be used to its maximum capacity for prolonged period of times.

System and Network Administrators must actively monitor the network performance to ensure problems do not occur.

Security Management

Security management is important as you control user access to network resources. Without it, your network will be exposed, as well as all the information and document it contains. As a Network and System Administrator, you are to address network authentication and security auditing to detect and prevent network sabotage, abuse and to prevent unauthorized access.

QUESTION THREE

(a) Grace has just attended a workshop as a network administrator on disaster recovery planning. 
(i) Explain the concept of disaster recovery in relation to business continuity.
(2 Marks)
Involves Insuring that an Organization's Critical Business Processes, including those Utilizing IT Systems, can be maintained in the Event of a Disaster. 
(ii) Explain three disaster events grace covered during the workshop.(6 Marks)
a. Hacker Attacks 
b. Computer Viruses 
c. Electric Power Failures 
d. Underground Cable Cuts or Failures 
e. Natural Disasters  
f. Mistakes in System Administration 
(iii) Outline three data/system recovery techniques towards business continuity. 






(6 Marks) 
Backup Strategy-Archive Copies of Critical Data at a Given Point in Time so that they can be Restored Later if Needed 
Replication -Process of making Copy of Data or Information to Servers and Other Critical Hardware at Multiple Locations to guard against any Single Point of Failure 
Clustering-Use of Multiple Computers, Storage Devices, and Redundant Interconnection to form what appear to Users as a Single Highly Available System
Disk Mirroring -The Way of Duplicating the Same Data in Separate Volumes on Multiple Hard Disks to make Storage More Fault-Tolerant Provide Data Protection because the Use of Redundant Controllers Enable Continued Data Access as Long as One of Controller continues to function 
Storage Area Network (SAN) -A High-Speed Special Purpose Network that interconnects Different Kinds of Data Storage Devices with Associated Data Servers on Large Network of Users
(b) Explain three driving forces in network management. (6 Marks)
Data Network is Part of Our Daily Lives
Expanding of Data Network
More Complexity of Data Network
Protection of Information
Disruption of Network = Disruption of Business
QUESTION FOUR

(a) Explain three advantages of Web-based network management systems and protocols.










(3 Marks)
(b) Fred is from training on WLAN security organized for all University network administrators. 
(i) Define the term network security.



(2 marks)
Network security is concerned with the protection of network resources against alteration, destruction, and unauthorized use. Security does not prevent unauthorized access, but makes such access more difficult
 (ii) Explain the trend in network security.


( 3 Marks)
Increased vigilance for virus infections
Continued maturation of firewall technologies
Increased use of strong encryption algorithms
Enhanced authentication/authorization controls
Nonrepudiation mechanisms
Denial-of-service attacks
               (iii)  The popularity of WLANs is undeniable. Explain three main driving forces     that play in favor of WLANs.




(3 Marks)
        Flexibility

       Increased productivity

       Cost savings compared to wired deployment
(iv) Wireless LANs require the same level of security, dependability, and management that wired Networks do. Explain three Network management tasks related to WLANs.








(3 Marks)
RF management services

 Interference detection

Assisted site survey

 RF scanning and monitoring
(c) The following are some of the software used by a network administrator at SEKU in network management. Explain the role played by each of this software.
(i) Point management software; 

Enables network managers to monitor the performance of specific network devices. Utilization/traffic volumes and error conditions are among the key data captured by point management software
(ii) Application management software;

Monitors the performance of important applications to ensure that they are functioning within specified parameters
Point management software is often included in application management software to enable network managers to determine whether performance problems are hardware- or software-based
(iii) Enterprise management software.





Includes point management capabilities, desktop management/electronic software distribution capabilities, and root cause analysis capabilities
(d) Describe the functions of the following network management tools used in NMS.


(i) Management tools
Provide a range of user and decision support tools for network management beyond problem resolution and network monitoring
(i) Monitoring tools
Help network managers determine whether current network configurations are meeting user needs
(ii) Diagnostic tools. 
Used to troubleshoot and resolve network problems
Wireless Security Issues
A main issue with wireless communication is unauthorized access to network traffic or, more

precisely, the watching, displaying, and logging of network traffic, also known as sniffing.

Contrary to a wired network, where a hacker would need to be physically located at the corporate

premises to gain access through a network drop, with a wireless network, the intruder can access

the network from a location outside the corporate building. WLANs use radio frequencies, and

their signals propagate through ceilings and walls. Therefore, wireless eavesdropping, known as

war driving or walk-by hacking, and rogue WAPs—unauthorized WAPs that allow a hacker access to a network—are two significant security issues with wireless networks.

	1
	1/1/2014 10:57:13 AM



