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PSS 325: CYBER CRIME & SECURITY

GROUP: MAIN CAMPUS ONLY, . ) _

- . . .
™ - - - .

INSTRUCTIONS: ANSWER ANY FOUR QURSTIONS _
I. Writg short notes on the folJowing terms as used Y evbererime and secynty studies:

L J
.1 Intrusions vs attacks . i 133 Marks] 2
" 1. Networking and network typologies . {3.5 Marks) .
iii. Internet Protocol and 11 addressing - - (3.5 Marks] -
« iv, Password Cracking . . [3-5 Marks) &
v. Social engineering [5.5 Marks)
=2. Using suitable illustrations, discuss the motives behind cwben.nme: and demenstrate how this o
information is vuul for inv t,\u"nlmn pm‘pm CS. [17.5 Mu.rks]
3. A network can be used as acrime tool by difTerent Wypes of cybereriminals™. Using relevant examples,
discuss. [17.5 Marks)
4. As a cyber security personnel, advise Moi university 1CT department on how it can ensure physical
access control on the university compuiters. (17.5 Marks}
- - o F o
5. Using relevant Hlustrations. discuss the various categories of non-vielent cybererimes and suggest
mitigation measures for ench. _ {17.5 Marks] .
6. Given (he fact that l.vhemum. IS om. ol the new forms of crime in the cnmempomr\ mcn::\ hmhhghl
the Lhamw.lnmncs of potential vu.hm\ In cach case, m\plnnn why such individuals are vulnerdble. )
-
. . . < [17.5 Marks] -
-
" 7. Discuss the profilés ol gybereriminals and demonstrate how théir cjaracteristics makie them vulnerable.
[17.5 Marks] -
- - - - -
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