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 Question 1 

Explain the common features of a Distributed Denial of Service (DDoS) attack, and contrast the different symptoms of the attack when launched from general bot-net versus peer-to-peer attacks. 
 											(20 marks) 

Question 2 

Describe ONE common aim of an SQL injection attack and explain how this type of attack can be executed and the different modes by which the results are gathered. 			(20 marks) 

Question 3 

Explain what is meant by ‘Trojan’ malware, how it can be used for electronic money or data theft and describe typical methods for securing against their installation on computers. 	(20 marks) 

Question 4 

Discuss the symptoms and consequences of a computer being used as a node of a bot-net													 (20 marks) 

Question 5 

Explain how anti-virus software operates and describe TWO drawbacks or limitations to their use. (20 marks) 

Question 6 

Explain what is meant by ‘phishing’, describing its typical objectives and the common methods by which the attack is executed.								 (20 marks) 

Question 7 

Discuss the merits and drawbacks of setting password expirations and using random character strings to enhance password security, and describe THREE other password policies that can be used to increase security. 									(20 marks)
