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Instruction:

1. This paper contains five (5) ,Question one is compulsory and any other two

2. Answer all your answers in the booklet provided.

3. No use of mobile phones during the exam.

Question one 20 marks

 Consider the following setup


a) Workstation computers


b) Internal email server


c) External email server


d) External Web server

i) Sketch and label firewall architectures that will best work with the components above 
{3mks}
ii) Specify firewall filtering rules that you would implement and the places you would implement those filters







{ 3mks}
iii) For each of the filtering rules that you specified, state two (2) advantages
{3mks}


iv) For each of the filtering rules that you specified, state two (2) disadvantages
{3mks}
v) What are the functions of the firewall in your sketch/network diagram? 
{3mks}
vi) Using diagrams, explain the other firewall architectures, indicating the component placements - where a component is no-longer necessary, state why 

{4mks}
vii) Name two distinct tables in Iptables 





{1mk}.

Question two  20 marks

a. Name and state with examples, three (3) advantages and three (3) disadvantages that firewall filters can be based on. 







{15mks}
b. What are the firewall performances attributes? Explain 




{2mks}
c. What are the importance of factoring in firewall performance attributes when shopping for a firewall. 









{3mks}
Question   three  20 marks

a. Name and explain eight (8) IP attacks 






{4mks}
b. State at least two (2) differences in IP attacks named in 1. above between Ipv4 and Ipv6 {8mks}
c. What are the users of NAT 







  {2mks}
d. Considering iptables/Netfilter, write the steps that an output packet goes through. Indicate the step, the table that is in effect, the chain and some comments about the step. 
{6mks}
 Question  four  20 marks
a. What factors (six - 6) should you consider when planning an IP filter? 


{3mks}
b. What considerations should be taken into account when determining firewall requirements
{2mks}.

c. Name and explain four (4) types of intrusion that firewalls can help prevent. 

{2mks}
d. Name and explain four (4) firewall components. 





{2mks}
e. Considering iptables/Netfilter, write the steps that an input packet goes through. Indicate the step, the table that is in effect, the chain and some comments about the step. 

{5mks}
f. Name and explain three (3) types of firewalls. 





{3mks}
g. What is the advantage of a packet sniffer? 





{1mk}.

h. What are the differences between first and second generation firewalls 


{2mks}
Question Five 20 marks

a. Explain the following IP filtering terms. 






{3mks}
b. Considering iptables/Netfilter write the steps that a forwarded packet goes through. Indicate the step, the table that is in effect, the chain and some comments about the step.       {6mks}
c. Write the command to start iptables in Linux 




        {0.5mk}
d. Write the syntax for inserting iptable rule. 




        {0.5mk}
e. Write the iptable commands for the following:-

   


         {3mks}
i) Append input match for tcp protocol

ii) Append input match for source 192.168.1.112

iii) Append input match for destination 192.168.1.10

f. Using your sketch in Question 1, i), write iptable rules for each of your firewall placements. Remember to specify ip addresses and ports in use where necessary       
       {7mks}
