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Question 1 [3V marks]

~tworkine el 1S an i
Cisco hierarchical (three-layer) “ﬂum - duh

scalable. and cost-efficient mteme1
se of network design

Vldg

ork,

The
adopted model for designing a reliable.

a) Usinga diagram briefly discuss this typ

(o marks)
b) Brietly discuss five benefits of the pierarchical three layered network design
’ § Marks)
c) What is QoS and why is it important (gIV€ lour reasons)? 5
S Marks)

d) Many network problems can be reduced through proper installation gy
configuration. Multiple hardware and software tools are available 1o help
diagnose, isolate, and resolve issues. Discuss any five tools that may help yoy
to diagnose network problems (10 marks)

ystion 2 [20 marks]

a) Configuration Management (CM) focuses on maintaining up-to-date
documentation of a network’s configuration. Identify and discuss the five
procedures that should be included in configuration management. (S marks)

b) Troubleshooting network issues is one of the responsibilities of the network
administrator. This is typically in response to a problem repert in the form of a
tloublg tlc&et Dlscuss a stmctmc apploach you would use 10 uoubleshoot a
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network plob]em S marks)
X G
<) Thg‘]§0 and the International Telecommunications Union have defined a
formal mode] for telecommunications and network management. The original
Model defined five areas of concern, and was sometimes known as FCAPS.-
Identify the five areas of concern and discuss each in detail. (10 marks)

Questlon 320 marks]
a) Understanding Layer 3 protocols and services is critical to troubleshooting
Many jssues. Identify three issues associated with Layer 3 (3 marks)
b) The inadequate security in SNMP posel severa] risks and threats. Identify apg discuss
any four threats associated with this ipadequate security i SNMP (8 marks)

. = : : an g 3

) Network administrators routinely monitor petwork resources and Teview
PN S . : le, a

reports to be proactive in thejy = ¥ tration. For example, ¢ potemla]

) J utili
network issue might be aver(eq by sporting a trend such as cPu [Zatigy
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higher bandwiqq, d

examples of monitoring
resources apq

€mand. Identify and discuss four

' - , s Server a diagram
e €ports found in Microsoft Windows Server. Use a diag ( i
Where necessary (9 marks)

23‘40'1 4120 marks|

a) The commonly used QoS mechanisms fal] under six categories. [dentify and
discuss any five of these. (1»0 marks)

RL-A fault-tolerant network design is one of the methods used to provide high
availability in today’s network design. Using a diagram differentiate between
4 redundant network with a single point of failure and one with no single point
/ S ks
of failure. £
) Identify five design considerations for high availability networks. (5 marks)
C
Question 5 (20 marks] ’
p Group in SNMP contains three tables. Identify these tables and their

a) The I ‘
functions (6 marks)
by Identify and discuss any five scalars in the TCP Group in SNMP (14 marks)
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