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                 TIME: 2 HOURS
INSTRUCTIONS:   
ANSWER QUESTION ONE (COMPULSORY) AND ANY OTHER TWO QUESTIONS

Question One (30 Marks)
a)
Define the term professional responsibility.




(2 Marks)
b)
Describe five (5) characteristics of a professional computer technologist.
(5 Marks)

c)
State three (3) benefits of public university ICT staff signing code of conduct.











(3 Marks)

d)
Kotestess Fashion Nakuru is a large clothes outlet for leading brands in the country.  The company is considering creating a ‘try-it-online’ website for customers to visualize through the website how clothes look on themselves.  Kotestess fashions is not the first company to provide an online provision of this type.


Explain how Kotestess Fashions can protect its intellectual property for the new service using:


(i)
Trademarks







(4 Marks)


(ii)
Copyright and design rights





(8 Marks)


(iii)
Domain names






(5 Marks)

e)
Describe three (3) ways of enforcing a code of conduct.


(3 Marks)

Question Two (20 Marks)
a)
To help counter terrorism, Kenya is in the process of developing a computer system that track large number of her citizens and their actions.  Discuss the ethics that should guide the development of such a system.





(6 Marks)
b)
Define computer security.






(4 Marks)

c)
“The internet is a planetary partyline and a medium for the free exchange of knowledge, a chaotic electronic freeway that now girdles the earth.  It is a global world on which people debate, publish, play games, do business and fall in love”.


Discuss the ethical and legal considerations of internet use, referencing one of the areas suggested in the above statement.





(10 Marks)
Question Three (20 Marks)
a)
Outline the ethical decision making process.




(6 Marks)
b)
One of the major security threats in Kenya today is computer piracy.  Explain the problems encountered in fighting piracy citing the weaknesses in the copyright act in Kenya to support your answer.





(14 Marks)

Question Four (20 Marks)
a)
Explain the purpose of professional bodies.




(4 Marks)

b)
Describe how they can contribute to professional practice in organizations.
(16 Marks)
Question Five (20 Marks)

a)
Explain the relevance of Copyright Act of Kenya to software developers in Kenya.










(4 Marks)
b)
Discuss computer crime in Kenya under the following headings:


(i)
Old crimes conducted using computers as a tool.


(2 Marks)


(ii)
New types of crime made possible by specific technologies.

(2 Marks)

c)
Describe four (4) types of malware and how software technologies deal with them.










(8 Marks)

d)
Describe two (2) challenges in tackling mobile devices crime in Kenya.
(4 Marks)
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