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                 TIME: 2 HOURS
INSTRUCTIONS:   
ANSWER QUESTION ONE (COMPULSORY) AND ANY OTHER TWO QUESTIONS

Question One (30 Marks)
a)
For each of the following network concepts TCP, UDP, MAC, RARP


(i)
Write their names in full





(4 Marks)


(ii)
State their functions in networking




(4 Marks)


(iii)
State the OSI model layer they operate.



(4 Marks)

b)
When configuring a router, certain basic tasks need to be performed, explain three (3) of these tasks.








(6 Marks)

c)
An institution wishes to set up four network segment using four switches as point of connection.  Between mesh, star and bus topologies:


(i)
Which topology would you prefer?




(1 Mark)


(ii)
State the reasons for the above choice.



(2 Marks)


(iii)
Explain the advantages of using fibre optic cable.


(2 Marks)

d)
Suppose you are given the IP address and mask of 192.168.221.37, 255.255.255.248.  Determine the network address in dotted decimal notation.


(5 Marks)

e)
Consider a telephone channel having a bandwidth B = 4KHz, Assuming there is no noise, determine channel capacity for the following encoding levels:


(i)
2








(2 Marks)


(ii)
128








(2 Marks)

Question Two (20 Marks)
a)
Explain attenuation, as expressed in decibels (dB).



(4 Marks)

b)
State the Shannon law







(3 Marks)

c)
Discuss the TCP header in details.





(10 Marks)

d)
List the functions of a router, and state the layer on the OSI model it operates on.











(3 Marks)

Question Three (20 Marks)
a)
State the functions of the following commands as used in router configuration:


(i)
Config t







(2 Marks)


(ii)
Config-if







(2 Marks)


(iii)
line Vty 0 4







(2 Marks)


(iv)
banner motd







(2 Marks)

b)
Ethernet is a local area network implementation technology.  Which is widely deployed, explain the following Ethernet concepts?


(i)
CSMA/CD







(3 Marks)


(ii)
CSMA/CA







(3 Marks)

c)
Explain three (3) functions of the session layer in OSI model.

(3 Marks)

d)
Given the address 172.16.2.58/28, how many usable host addresses are there?











(3 Marks)

Question Four (20 Marks)
a)
What is the function of copy running – config startup-config in router configuration?










(3 Marks)
b)
Incase of noiseless channel, the maximum bit rate is given by the Nyquist bit rate, state the Nyquist theory.







(3 Marks)

c)
Routing is the process of selecting a path that a packet can use to reach a destination. Explain the following types of routing:


(i)
Unicast routing






(2 Marks)


(ii)
Broadcast routing






(2 Marks)


(iii)
Multi-cast routing






(2 Marks)

d)
Routing decisions in networks are mostly taken on basis of cost between source and destination.  Explain any two algorithms that can be used to determine the shortest path.










(4 Marks)

e)
Differentiate between Host based intrusion detection system (IDS) and Network based intrusion detection system (IDS).





(4 Marks)

Question Five (20 Marks)

a)
Best defence to withstand network attacks lies on a few fundamental security principles.  List and explain three of these principles.




(6 Marks)

b)
One type of spoofing is Address Resolution Protocol (ARP) Spoofing. Explain how this can be used in TCP/IP Hijacking (Use diagram to explain).


(4 Marks)

c)
Explain how hashing can be used to thwart man-in-the middle attacks.
(4 Marks)

d)
The Director of an Institution wishes to set up a computer network as shown below:

(i)
Explain why the best medium choice for connecting network administrator’s office to the security office is fibre optic.



(3 Marks)

(ii)
Apart from cabling, the network devices needed to set up the network include hubs, switches, routers, gateways and Nics.  In context of the above set up, explain the functions and appropriate locations for these devices.
(3 Marks)







PAGE  
1

