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MARKING SCHEME

STUDENTS SHOULD ANSWER QUESTION 1 (SECTION A) AND ANY TWO QUESTIONS FROM SECTION B (QUESTIONS 2 TO 4)

Markers are advised that many answers in Marking Schemes are examples only of what might be expected from candidates. Unless a question specifically states that an answer is demanded in a particular form, then an answer, which is, correct, factually or in computing practice, must be given the available marks.

If there is doubt as to the correctness of an answer the recommended textbook should be the first authority. If doubt persists the scripts should be referred to the Examiner and, if necessary to the Moderator, for a second marking.

This Marking Scheme has been prepared as a guide to markers. It does indicate what the examiner was expecting candidates to produce in response to the question set and some questions in some units will only have one correct solution. However, this is NOT ABSOLUTELY a set of model answer; NOR is the Marking Scheme exclusive, for there will frequently be alternative responses which will provide a valid answer. 
SECTION A: 
                   COMPULSORY  QUESTION


{20 MARKS}
QUESTION 1
a) Describe the following and how they affect data communication

i. Signal impairment





                       (2 Marks)

Distortion of the transmitted signal in such a way that the received signal does not perfectly represent what was sent from the source. Leads to discarding of the data and hence slows down the network performance.

ii. Multiplexing 






      
          (2 Marks)

A technique of combining different streams of data through a single communication media or channel; enables efficient utilization of the media or channel

b) Describe any THREE likely causes of signal distortion/impairments in cabled data networks   







  


         (3 marks)
i. Attenuation

The degradation in signal strength or intensity as it travels through the media due to resistance in the media
ii. Noise

Additional unwanted signals that are induced into the transmission media somewhere between transmission and reception and which modifies or distorts the data signal.

iii. Distortion  
Distortion means that the signal changes its form or shape. It occurs in a composite signal made of different frequencies. Delay distortion occurs because the velocity of propagation of a signal through a guided medium varies with frequency. Various frequency components of a composite signal will arrive at the receiver at different times, resulting in phase shifts between the different frequencies.
c) Differentiate between the following:

i. Packet Switching and Circuit Switching



                         (1 Mark)

(Award 0.5 mark for correct explanation of each term, a maximum of 1 mark for the question)

· Packet Switching – a technique where data is sub-divided into small chunks called packets and each packet contains enough information that allows the routing device to forward it to the correct destination devices

· Circuit switching – A technology that requires that a temporary real-time circuit to be created and maintained between the sender and recipient for the duration of the data transmission, after which it is terminated when data transmission ceases.

ii. Frequency Division Multiplexing and Time Division Multiplexing 
                         (1 Mark)

(Award 0.5 mark for correct explanation of each term, a maximum of 1 mark for the question)

· FDM - A technique of sharing a transmission channel by logically sub-dividing it into channels of different frequencies and then sending signals at the various frequencies

· TDM – A technique of sharing a transmission channel by allowing a transmitting devices to use the entire channel for a predefined duration before relinquishing it to other devices

d) Outline TWO main reasons why there is a need to transition from IPv4 addressing scheme to IPv6 addressing scheme in the global internet network infrastructure
          

          (2 Marks)

(Award 1 mark each for any two correct reasons given. A maximum of 2 marks for the question)

· Built-in security. 

· IPv6 includes native support for IPSec. This ensures that all hosts are capable of encrypting data in transit.

· Better prioritized delivery support. 

· IPv6 includes a Flow Label in the packet header to provide prioritized delivery support. 

· This allows communication between computers to be designated with priority level, rather than relying on the port numbers used by applications. 

· It also allows priority to be assigned to packets in which the data is encrypted by IPSec.

· Redesigned header. 

· The header of IPv6 packets has been redesigned for more efficient processing and extensibility. 

· Non-essential and optional fields have been moved to extension headers for more efficient processing. 

· Larger address space. 

· IPv6 uses a 128-bit address space, which provides significantly more addresses than IPv4.

·  More efficient routing. 

· The global addresses that are provisioned for the Internet are allocated to support hierarchical routing. 

· This reduces the number of routes that Internet backbone routers must process and improves routing efficiency.

· Simpler host configuration. 

· IPv6 still supports the dynamic configuration of clients by using DHCPv6. However, IPv6 also allows hosts to be dynamically configured by routers. 

· IPv6 also supports communication on a single network without any external configuration, similar to how Automatic Private IP Addressing (APIPA) allows IPv4 hosts to communicate automatically on a single network.

e) Explain the THREE main functions of the presentation layer in the OSI reference model of a transmitting computer 






                       (6 Marks)

i. Translation – conversion of data from the application specific format to a universal format 

ii. Compression – changing data into a format that occupies less space, to save on bandwidth during transmission

iii. Encryption – converting data into cipher-text, a format that cannot be viewed by unauthorized individuals

f) Outline THREE factors that are considered when measuring the effectiveness of a data network 







       


          (3 Marks)
i. Delivery:
The communication system must ensure that the transmitted data gets to the intended destination and no other.
ii. Accuracy

The data must not be altered as it travels from the source to the intended destination, through the transmission media and other components of the communication system
iii. Timeliness

Data must be delivered within a certain time limit. Extended delays may render the data useless.
SECTION B:       
ANSWER ANY TWO QUESTIONS

{20 MARKS EACH}.
QUESTION 2

a) The performance of a data network is measured by examining the data transmission latency i.e. delay or simply how long it takes for an entire message to completely arrive at the destination. It is given as;

Latency = propagation time + transmission time + queuing time + processing delay

i. Describe each component of latency



         

· Propagation time 




     

                       (1 Marks) 
Propagation time measures the time required for a bit to travel from the source to the destination. The propagation time is calculated by dividing the distance by the propagation speed (propagation time = (distance/propagation speed)

· Transmission time 




          
                       (1 Marks)

Time between the first bit leaving the sender and the last bit arriving at the receiver; or the total time required for transmission of a message of a given size over a given channel bandwidth (Transmission time =Message size/Bandwidth)

· Queuing time 





      
                       (1 Marks)


The time needed for each intermediate or end device to hold the message before it can be processed. The queuing time is not a fixed factor; it changes with the load imposed on the network. When there is heavy traffic on the network, the queuing time increases.

· Processing delay 




  

                       (1 Marks)

The duration of time it takes to process the date before transmission
ii. Calculate the propagation and transmission times of a 5 Gbyte message, if the bandwidth of the link is 2.0 Gbps, the distance between the communication devices is 24,000km and the propagation speed of the data is 2.4 x 108 m/s.
                       (6 Marks)

Solution:

Given

Message size = 5 Gbytes

Distance = 24,000km

Bandwidth = 2.0Gbps

Propagation Speed = is 2.4 x 108 m/s.

Propagation time = (Distance / Propagation speed) 

(Award 1 Mark)
= ((24,000 x 1000) m/ 2.4 x 108 m/s) 



(Award 1 Mark)
=1sec 







(Award 1 Mark)
Transmission time = Message size / Bandwidth 

(Award 1 Mark)
= (5 x 1024 x 1024 x 8) bits / 2 x 1000 x 1000 x 1000) bps 

(Award 1 Mark)
= (5368709120/2 x 109) sec

i. = 2.68 Sec 




(Award 1 Mark)
b) The image below shows a data communication model. Outline the function of each component and give an example of a data communication device(s) in real world that are represented by elements of this data communication model           

        



        (10 Marks)
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e replaced the videotape used in videocassette recorders (VCRs) and replaced the
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(Award 1 for the correct function and 1 mark for the correct example – a maximum of 10 for this question)
i. Source
· Generates the data to be transmitted (award 1 mark)
· Examples are telephones and personal computers. (award 1 mark)
ii. Transmitter: 

· Transmitter transforms and encodes the information in such a way as to produce electromagnetic signals that can be transmitted across some sort of transmission system. (award 1 mark)
· For example, a modem takes a digital bit stream from an attached device such as a personal computer and transforms that bit stream into an analog signal that can be handled by the telephone network. (award 1 mark)
iii.  Transmission system: 
· This can be a single transmission line or a complex network connecting source and destination. (award 1 mark)
· Example is a PSTN telecommunication system or internet (award 1 mark)
iv. Receiver: 

· The receiver accepts the signal from the transmission system and converts it into a form that can be handled by the destination device. (award 1 mark)
· For example, a modem will accept an analog signal coming from a network or transmission line and convert it into a digital bit stream. (award 1 mark)
v. Destination: 

· Takes the incoming data from the receiver (award 1 mark)
· Example (PC or Phone) (award 1 mark)
QUESTION 3

a) In data communication, Digital data can be represented using Analog signals in a process called modulation. Modulation involves operation on one or more of the three characteristics of a carrier signal: Its amplitude, frequency, and phase. For the binary data given below, use diagrams to illustrate, Amplitude Shift Keying (ASK), Frequency Shift keying (FSK), and phase shift keying (PSK).                     







          (6 Marks)
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where the carrier signal is A cos(2f,t). ASK is susceptible to sudden gain changes
and is a rather inefficient modulation technique. On voice-grade lines, it s typically
used only up to 1200 bps.

The ASK technique is used to transmit digital data over optical fiber. For LED
(light-emitting diode) transmitters, Equation (5.2) is valid. That is, one signal ele-
mentis represented by a light pulse while the other signal element is represented by
the absence of light. Laser transmitters normally have a fixed “bias™ current that
causes the device to emit a low light level. This low level represents one signal ele-
ment, while a higher-amplitude lightwave represents another signal element

The most common form of FSK is binary FSK (BFSK), in which the two binary val-
ues are represented by two different frequencies near the carrier frequency (Figure
5.7b). The resulting transmitted signal for one bit time is

BESK  s(t) {A (2nfit)  binary 1

Acos(2aft)  binary0

where f, and f» are typically offset from the carrier frequency f by equal but oppo-
site amounts





(Award 2 Marks for each correct representation)
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b)  Suppose a file of 10,000 bytes is to be sent over a line at 2400 bps. Calculate the overhead in bits and time in using asynchronous communication. Assume one start bit and a stop element of length one bit, needed to send a byte of data (character). The 8-bit character consists of all data bits, with no parity bit.


        





          (6 Marks)              






(Award marks for each step as shown below - a maximum of 6 marks for the question)
Step 1 ((Award 1 mark for the first step)
 
       Total bits (without overhead (= (10,000 x 8)




= 80,000 characters

   Transmission time = (message size/ Bandwidth)

       = (80,000 bits/2400bit/s)

       =33 seconds

Step 2: (Award 1 mark for the second step)
      Total Overhead bits = (Total bytes x No. of overhead bits per byte)




= (10,000 x 2)




= 20,000 bits
Step 3: (Award 1 mark for the third step)
Total Number of bits (Including overhead) = Data + overhead bits






        = (80,000 +20,000)






        = 100,000 bits

Step 4: (Award 1 mark for the fourth step)
Total transmission time = (message size/ bandwidth)




     = (100,000 bits/2400 bits/s)




   = 41.7 seconds

Step 5: (Award 2 mark for the final step)
Total overhead time = (41.7 - 33.3)




= 8.4 seconds

c) What is an error in data communication? Describe the two major categories of error in digital data transmission, how they are cause and one way of dealing with each type. 

          (8 Marks)
         








i. What is an error? (Award 2 marks for the correct explanation)

· Corruption of data in such a way that the received does not represent the transmitted 

ii. The major categories: (Award 2 marks each; 1 for correct mention of the error type and 1 for the correct description of the error. A maximum of 4 marks)
· Single bit error - Where only a single bit in an entire data block is changed either from either “0” to “1” or from “1” to “0”

· Burst errors – where more than one bit is corrupted/changed

iii. Dealing with each type of error (Award 1 mark each for the correct technique described)

· Forward error correction technique for single bit errors (the recipient uses CRC information to correct the error

· Request for re-transmission technique for the burst error – the entire frame or data block is retransmitted

QUESTION 4

a) An important issue in a packet-switched network that affects data transmission is congestion. 

i. Briefly explain what is meant by “congestion control” 
        
         
  
         (2 Marks)
(Award 2 mark for the correct explanation)
Congestion control refers to techniques and mechanisms that can either prevent congestion, before it happens, or remove congestion, after it has happened
ii. Differentiate between “open loop congestion control” and “closed loop congestion control”, and briefly explaining 3 techniques used to implement each        
       

          (8 marks)               







          
(Award 2 marks for differentiating the two techniques correctly i.e. 1 mark each for each correctly explained technique (open and closed congestion control)  and an additional 6 marks; 3 marks for correctly explained techniques under open loop and another 3 marks for 3 closed loop congestion control techniques – a maximum of 8 marks for the question)
Open-loop congestion control (prevention): congestion control policies are applied to prevent congestion before it happens

· Retransmission Policy

Retransmission is sometimes unavoidable. If the sender feels that a sent packet is lost or corrupted, the packet needs to be retransmitted.

· Acknowledgment policy

If the receiver does not acknowledge every packet it receives, it may slow down the sender and help prevent congestion

· Discarding policy

A good discarding policy e.g. where the router discards less sensitive packets may prevent congestion and at the same time may not harm the integrity of the transmission

· Admission policy

An admission policy, which is a quality-of-service mechanism, can also prevent congestion in virtual-circuit networks; switching devices in a flow first check the resource requirement of a flow before admitting it to the network.

Closed-loop congestion control (removal) mechanisms try to alleviate congestion after it happens.
· Back pressure

The technique of backpressure refers to a congestion control mechanism in which a congested node stops receiving data from the immediate upstream node or nodes. This may cause the upstream node or nodes to become congested, and they, in turn, reject data from their upstream nodes or nodes. And so on. Backpressure is a node-to-node congestion control that starts with a node and propagates, in the opposite direction of data flow, to the source.

· Choke packet

A choke packet is a packet sent by a node to the source to inform it of congestion. In the choke packet method, the warning is from the router, which has encountered congestion, to the source station directly. The intermediate nodes through which the packet has traveled are not warned.

· Implicit signaling

In implicit signaling, there is no communication between the congested node or nodes and the source. The source guesses that there is congestion somewhere in the network from other symptoms. For example, when a source sends several packets and there is no acknowledgment for a while, one assumption is that the network is congested. The delay in receiving an acknowledgment is interpreted as congestion in the network; the source should slow down.

· Explicit signaling

The node that experiences congestion can explicitly send a signal to the source or destination. Backward Signaling: A bit can be set in a packet moving in the direction opposite to the congestion. This bit can warn the source that there is congestion and that it needs to slow down to avoid the discarding of packets.

Forward Signaling: A bit can be set in a packet moving in the direction of the congestion. This bit can warn the destination that there is congestion.

b) Discuss various types of noises and how each causes signal impairment 
                     (10 Marks)
         


         




      


 

(Award 0.5 Mark for each correctly identified type of noise and 2 marks for each correct explanation of the cause of noise in the discussion – a maximum of 8 marks)
· Thermal noise is due to thermal agitation of electrons. It is present in all electronic devices and transmission media and is a function of temperature. Thermal noise is uniformly distributed across the bandwidths typically used in communications systems and hence is often referred to as white noise. Thermal noise cannot be eliminated and therefore places an upper bound on communications system performance
· Induced noise comes from sources such as motors and appliances. These devices act as a sending antenna and are therefore sources of electromagnetic radiation and the transmission medium acts as the receiving antenna. When the generated EMI cuts across the transmission media, it induces un-desired vollages (noise)

· Crosstalk is the effect of one wire that is carrying a signal on the other because of their close proximity. The wire that is carrying the signal acts as a sending antenna and the other as the receiving antenna. 

· Impulse noise is a spike (a signal with high energy in a very short time) that comes from power lines or lightning, 
End of Exam
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