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QUESTION ONE 

a)	State the main purpose of the Internal Protocol (IP) and a transport protocol, like UCP or 	TCP for each, indicate how they identify their destination (3 marks)

b)	Any computer needs configuring to enable it communicate with other computers in a 	network environment. State their pieces of information that a computer requires to 	achieve this communication (3 marks)

c)	For the information that you have identified in (b) describe how a computer can be 	dynamically configured with this information. Your answer should not only identify a 	process or protocol, but how this process operates (3 marks)

d)	Perez Kyalo wants to use online banking on the server run by his bank, Benki Yangu. To 	ensure the security of this information, he would like to know that the server is the 	correct server and that the server confirms any instructions do come from him. Perez 	Kyalo and Benki Yangu have already established a shared key that is known only to 	them. Design a protocol for authenticating instructions that gives the level of security that 	Perez requires and maximized the security of the shared key (4 marks)

e)	“The majority of network attacks are initiated by employees who work for the 	corporations where breaches have occurred”. True or False? Justify your answer by 	giving examples (5 marks)

f)	Explain these roles played by a network administrator. 

i)	Changing the network infrastructure 
ii)	Maintaining the infrastructure 
iii)	Supporting network operations (6 marks)

g)	Describe the DHCP IP address assignment process (4 marks)

h)	What is the function of active directory in windows server (2 marks)









QUESTION TWO 

a)	Explain how a network connection is established between a user and a server over the 	internet using TCP protocol (8 marks)

b)	Both TCP and UDP protocols use port numbers. What are these port numbers used for 	and what is meant by the term well-known port?

c)	What is the difference in the quality of service (Qos) offered to applications by the TCP 	and UDP protocols (8 marks)

QUESTION THREE 

a)	The network layer or OSI layer 3, provides services to allow end devices to exchange 	data across the network. To accomplish this end-to-end transport, the network layer uses 	four basic processes addressing of end devices encapsulation, routing and de-	encapsulation. Describe the purpose of each of these processes (8 marks)

b)	The IP protocol is said to be:

i)	Connectionless
ii)	Best effort and 
iii)	Media independent 

	Indicate what is meant by each of these terms (6 marks)

c)	Indicate six advantages of IPV6 against IPv4 (6 marks)

QUESTION FOUR 

a)	Describe and explain how each of the following can affect a computer’s performance.

i)	Disc fragmentation 
ii)	Updating/upgrading software files 
iii)	Encription (12 marks)

bi)	Explain what is meant by ‘Cyber security’ (4 marks)

ii)	Outline two methods to protect computer resources against cyber attacks (4 marks)

QUESTION FIVE 

What is an operating system and why is it necessary? Your answer should include a discussion of the facilities that they provide (20 marks)
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