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JOMO KENYATTA UNIVERSITY OF AGRICULTURE AND TECHNOLOGY
UNIVERSITY EXAMINATIONS 2018/2019
YEAR III  SEMESTER I EXAMINATION FOR THE DEGREE OF BACHELOR OFSCIENCE IN INFORMATION TECHNOLOGY
BIT 2317:  FUNDAMENTALS OF COMPUTER  SECURITY
DATE: APRIL  2019                                                                                  TIME: 2  HOURS
INSTRUCTIONS:  Answer all questions in section one and any other one question in section two

QUESTION ONE (6 MARKS)

Explain the following techniques as used in social engineering.

a.	Bating 

b.	Pretexting

c.	Pharming

d.	Sniffers.									

QUESTION TWO (6 MARKS)

a.	i.	Describe hash function.						(1 mark)

	ii.	What can it be used for?						(1 mark)

QUESTION THREE (6 MARKS)

Explain the three components of pK1.						(6 marks)

QUESTION FOUR (6 MARKS)

Describe the three basic operations in cryptography.				(6 marks)

QUESTION FIVE (6 MARKS)

Describe four critical characteristics of information.					(6 marks)

QUESTION SIX (6 MARKS)

a.	What is meant by the term  risk management?				(1.5 marks)

b.	Risk management involves three major undertakings.  List and explain them.
											(4 marks)

QUESTION SIX (6 MARKS)

a.	Explain the term access control.						(2 marks)

b.	Access control  systems provide the essential services of identification and 	authentication (I&A) authorization, and accountability.  Explain  the meaning of the 	following:

	a.	Authentication

	b.	Authorization

	c.	Accountability.								(4 marks)

QUESTION SEVEN  (6 MARKS)

Describe the four principles of computer security

a.	Principle of Easiest penetration

b.	Principle of Adequate protection.

c.	Principle of effectiveness.

d.	Principle of Weakest Link.							(6 marks)

QUESTION EIGHT (6 MARKS)

Explain six physical control mechanisms that an agency can use to ensure security of its computer  assets.

SECTON TWO		

QUESTION NINE (22 MARKS)

a.	Explain types of security policies.						(6 marks)

b.	Explain in detail different  risk control  strategies.				(10 marks)

c.	What is the goal of documenting results  of the risk assessment?		(6 marks)




QUESTION ELVEN (22 MARKS)

a.	Firewalls are effective means of protecting laws, secure workstations and servers.  	Considering  the capabilities and limitations of firewalls, explain  packet filtering and 	stateful  inspection firewall.							(12 marks)

b.	Explain three countermeasures one can  take against physical security issues.
											(10 marks)
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